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Who‘s KOGIT

• A Europe-wide recognized and 
leading consulting firm, we aim to 
develop secure and innovative 
solutions for customized Identity 
and Access Management (IAM).

• SailPoint 2022 Delivery Admiral.



Analysis

Analysis of existing 
structures and processes 
(gap analysis / IAM 
assessment)

Consulting

Consulting in the area 
of technology, strategy 
and processes

Implementation

Implementation, 
customer-specific 
enhancements, roll-out, 
operation

Support

2nd & 3rd Level 
Solution Support 
Service

Conception & 
Design

Product evaluation, 
feasibility studies, 
concepts, prototype 
development

KOGIT Consulting and 
Services



KOGIT Services

Identity Management
Structured and transparent management of identities of all types 

Access Management
Which identity gets how, when & with which rights access to which IT systems & data

Compliance
Regulatory compliance through credential monitoring, analysis & periodic 

recertification. 

Privileged Access Management
Protect privileged user accounts & access rights from data breaches through efficient 

control

Security Information & Event Management
Collection & analysis of messages and log files, real-time detection of potential threats

Advanced Analytics
Identify risks of unauthorized data access/theft at an early stage & initiate defensive 

measures



KOGIT Plugin Library

• KOGIT History Plugin

• KOGIT Role Analytics Plugin

• KOGIT SIEM Plugin

• KOGIT SoD-Matrix Plugin

• KOGIT Monitoring Plugin

• KOGIT Assignment Calendar Plugin

• KOGIT Access Request Extension Plugin

• KOGIT Org Chart Plugin



IDE Setup



Suggested Knowledge

• Plugin Developer Guide – Overview

• SailPoint University: IdentityIQ Advanced Implementation: Plugins v8.3 - ELEARNING

• [YouTube] Angular Tutorial for Beginners: Learn Angular & TypeScript

https://community.sailpoint.com/t5/Plugin-Documents/Plugin-Developer-Guide-Overview/td-p/77478
https://university.sailpoint.com/Saba/Web_spf/NA10P1PRD075/app/me/learningeventdetail;spf-url=common%2Fledetail%2Fcours000000000004440%3FfromAutoSuggest%3Dtrue
https://youtu.be/k5E2AVpwsko


Environment Setup

• NodeJS

• Eclipse + IIQDA: for Java development

• Visual Studio Code: for Angular/Typescript development
• Angular Language Service
• Auto Close Tag
• Auto Import
• Auto Import – ES6, TS, JSX, TSX
• ES Lint

• IIQ 8.3 instance

https://nodejs.org/en/


Initiate Plugin Framework Project 

• File > Other > IdentityIQ Plugin Framework Project

• Delete files under import/ and db/



Create Java Classes

• Create packages under src/
• demo.spdeveloper.plugin.orgchart.rest
• demo.spdeveloper.plugin.orgchart.services

• Create Java Classes
• demo.spdeveloper.plugin.orgchart.rest.IdentityResource.java
• demo.spdeveloper.plugin.orgchart.service.IdentityService.java
• demo.spdeveloper.plugin.orgchart.service.PluginSettingService.java



Angular Project Setup

• Install Angular Command Line
• npm install -g @angular/cli

• Create new Angular Project
• ng new iiqOrgChartPluginDemo



Angular Project Setup

• Rename folder as /src-ui

• Install Angular Material Module
• ng add @angular/material

• Install D3-Org-Chart
• npm i d3-org-chart

• Create sub-folder /src-ui/src/app/component/

• Under ~/component/ folder, create component with Angular CLI
• ng generate component d3-org-chart

• Create sub-folder /src-ui/src/app/services/

• Under ~/services/ folder, create service with Angular CLI
• ng generate service data



Angular Project Setup

• tsconfig.json
• "compilerOptions": {

…

"experimentalDecorators": false

…

}

• angular.json
• "outputPath": "dist/"

• "outputHashing": "none"



Ant build.xml Customization

<target name="npm-build">
<exec dir="./src-ui" executable="cmd.exe" output="npm-build.txt">
<arg line="/c npm run build --prod"/>

</exec>
</target>



Ant build.xml Customization
<target name="package" depends="compile,generateDTD,npm-build"
description="Output zip file overlay to build/dist dir">
<copy todir="${overlay}/ui">

<fileset dir="web">
<include name="page.xhtml"/>
</fileset>

</copy>
<copy todir="${overlay}/ui/js">

<fileset dir="src-ui/dist">
<include name="*.js"/>

</fileset>
<fileset dir="web/js">
<include name="*.js"/>
</fileset>

</copy>
<copy todir="${overlay}/ui/css">

<fileset dir="src-ui/dist">
<include name="*.css"/>

</fileset>
</copy>

</target>



Folder Structure

Java 
Implementation
• RESTful 

Resources

SailPoint objects 
to be imported

Database scripts

Angular project

Manifest file

Full page xhtml

JavaScript
Snippets



18© 2023 SailPoint Technologies, Inc. All rights reserved.

KOGIT Org-Chart Plugin

Angular/Typescript with Plugin 
Development
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Integrate Angular frontend 
with PluginHelper and build 

with SailPoint IdentityIQ Plugin 
Framework

Angular Frontend in 
Plugin Framework

Utilize Angular modules in 
frontend development: 

Angular Material, Angular HTTP 
and d3-org-chart

Utilize Angular Modules 
and 3rd libraries

Able to build a single-page 
web application with Angular 

Framework and TypeScript

Single page  web 
application

What will you achieve in this session
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• Angular is an open-source, 

JavaScript framework written in 

TypeScript, its primary purpose is 

to develop single-page 

applications.

Angular & TypeScript

• TypeScript extends JavaScript 

and improves the developer 

experience. It is a strict syntactical 

superset of JavaScript and adds 

optional static typing to the 
language.



• Visualize Organization 
Hierarchy in Org-Chart 
graphical view

• Why use Org-Chart in 
IdentityIQ instead of HCM 
Tools
• IdentityIQ has not only HR Data, but 

also non-HR data, for example, 
contractors, shared/technical 
identities, workgroups.

• Better visualization in terms of 
reporting, analysis and monitoring 
instead of csv or excel format.

KOGIT Org-Chart 
Plugin



• The Org-Chart hierarchy is based on 

the Manager(Owner for workgroup) 

attribute on each Identity.

• Configurable color code for each 

identity type (e.g., employee, 

contractor, workgroup, partner).

• Change Org-Chart display: Compact, 
Swap Direction, Collapse/Expand.

Org Chart Plugin 
Features



https://github.com/bumbeishvili
/org-chart
Highly customizable d3 org 
chart. Integrations available for 
Angular, React, Vue.
The idea is to reuse a 3rd party 
frontend library for Plugin 
development.

D3-Org-
Chart

https://github.com/bumbeishvili/org-chart
https://github.com/bumbeishvili/org-chart


• The D3-Org-Chart library can 
only support a single root tree.

• Every parentId value must exists 
in the library data set.

• Here we use IdentityIQ internal 
uuid as the unique identifier in the 
D3-Org-Chart.

• Additional attributes such as 
department, job title, email are 
configurable in the Plugin Setting.

D3-Org-Chart: 
Data Model



REST Endpoint
IdentityResource

• Path: 
<SAILPOINT_CONTEXT>/plu
gin/rest/iiqorgchartplugin
demo/orgchart/{id}

• Method: GET
• SPRight: None



IdentityService 
Class: Outline

This class is mainly used to 
retrieve the identities which 
selected to be display in the Org 
Chart. 
The public method 
getTreeNodes() is the main 
function within this class. 



IdentityService 
Class: Outline

The below functions are used to 
support the public function 
getTreeNodes:
• getParents()
• getSiblings()
• getChilds()
• getNodeMap()



IdentityService 
Class: getParents

This is a recursive function, it 
searches the manager of 
identity or owner of workgroup 
up to the pre-configured level of 
the provided identity.



IdentityService 
Class: getChilds

The below functions are used to 
support the public function 
getChilds:
• getManagedMembers(): 

retrieve all identities who‘s 
manager is the selected user.

• getOwnedWorkgroups(): 
retrieve all workgroups which 
it‘s owner is the selected user.



IdentityService 
Class: getSiblings

Re-use getChilds() function to 
get all child nodes (identity and 
workgroup) which 
managed/owned by the 
provided user‘s manager.



IdentityService 
Class: getNodeMap

This function is similar to a data 
transfer object (DTO) class which 
translate IIQ object into the 
required frontend data format.
The below functions are used to 
support the public function 
getNodeMap:
• getWorkgroupNodeMap(): convert 

workgroup into required data model. 
• getIdentityNodeMap(): convert identity 

into required data model.
As required by d3-org-chart, 
attribute (id) is required to be the 
unique identifier for the library.



IdentityService 
Class: getNodeMap

Both functions map the 
owner/manager field as the 
required attribute (parentId) 
and enrich with additional 
attributes information.



Angular Http 
Module

The Angular Http module 
enables the frontend to retrieve 
data from backend RESTful 
endpoints. 
Angular provides a client HTTP 
API for Angular applications, the 
HttpClient service class in 
@angular/common/http



Angular Http 
Module:
Data Service

Here in the data.service.ts we will 
implement the Angular http module 
to send rest api call to the plugin 
backend. 
The HttpClient, Observalbe… libraries 
are required. 
As we will use PluginHelper and 
SailPoint object which provided by 
standard SailPointBundleLibrary.js, 
here we need to declare the used 
function within typescript. This tells 
the compiler that the source exists 
in another file. 

Security: TLS!



Angular Http 
Module:
Data Service

Here we use PluginHelper to retrieve 
the plugin URL and CRSF token for 
authentication. 
We use SailPoint object to get the 
SailPoint context URL.
Within Angular development, we 
can specify different environments 
(e.g. production, dev), and specify 
different parameters for each 
environment.

Reference: PluginHelper Methods

https://community.sailpoint.com/t5/IdentityIQ-Forum/PluginHelper-Methods-Documentation/td-p/12357


Angular Http 
Module :
Data Service

The fetch function use GET method 
to call the RESTful endpoint from the 
input path parameter.
In Angular Observable provides 
support for passing messages 
between parts of the application. 
Whenever a new value or a change 
in data is detected the logic 
described in .subscribe will be 
executed. 



Angular Material

• Public Angular frontend 
components and APIs

• Easy usage with examples 
and documentation

• Offers re-usable, beautiful, 
attractive UI components like 
Cards, Date Picker, Data Table 
and more. 



Angular Material:
Auto-Complete

In the d3-org-
chart.component.html, we define 
the formControl and 
matAutocomplete. 
The mat-autocomplete section will 
execute the function defined in the 
formControl and reflect the data 
changes synchronously in the mat-
option directives. 



Angular Material:
Auto-Complete

We defined a valueChanges
function in the form control. It will 
call the out-of- the-box Identity 
Suggest endpoint every 0.5 sec. And 
refresh the selectable results under 
mat-options drop-down list.



Search Button:
getOrgChart()

Once the identity is selected, we 
can then click on the search 
button.
The button click event will trigger 
the getOrgChart() function.



getOrgChart()

The getOrgChart() function will 
utilize data service to retrieve 
the data from the plugin 
endpoint. And call 
updateChart() function to 
initialize the Org-Chart.



D3-Org-Chart 
Initialize:
updateChart()

A new OrgChart() object is 
initialized with parameters to 
define the node attributes. The 
actual node graphic display is 
constructed under 
.nodeContent() function.



Customizable HTML User Card

D3-Org-Chart: Customizable Card



Library APIs Action Buttons

D3-Org-Chart: Display Features



JavaScript 
Snippet

Use JQuery to insert the plugin 
page hyperlink under Menu > 
Intelligence > Application Risk 
Scores



Manifest

Define the rest resources with 
the backend java class.
Define the JavaScript snippets 
file.



Plugin Settings

The plugin is designed with below 
configurable attributes: 
• Level of Managers to be 

displayed
• Display Identity Attributes
• Display Workgroup Attribute
• Icon Image Identity Attribute
• Color Code Setting
A Java Class 
(PluginSettingService.java) is the 
helper class for retrieving the 
value from Plugin Setting.



Page.xhtml • <ui:composition>

• <app-root style="background:#ffffff; top: 100px 
!important; height: 100%;  bottom: 0 !important;"></app-root>

• <script 
src="#{plugins.requestContextPath}/plugin/#{plugins.plugin
Name}/ui/js/runtime.js"></script>

• <script 
src="#{plugins.requestContextPath}/plugin/#{plugins.plugin
Name}/ui/js/polyfills.js"></script>

• <script 
src="#{plugins.requestContextPath}/plugin/#{plugins.plugin
Name}/ui/js/main.js"></script>

• <link 
href="#{plugins.requestContextPath}/plugin/#{plugins.plugi
nName}/ui/css/styles.css" rel="stylesheet"></link>

• <link 
href="https://fonts.googleapis.com/icon?family=Material+Ic
ons" rel="stylesheet"></link>

• </ui:composition>

In the full page (page.xhtml) we 
simply configure <app-root> 
directive, it will be recognized by 
the Angular framework. 
During the build process, the 
command “npm run build --
prod“ is executed. NodeJS will 
compile the Angular project into 
several JavaScript files. Here we 
simply need to include all the 
compiled JavaScript files in the 
xhtml.



Ant Build: 
Plugin ZIP File 
Content

Use Eclipse to execute Ant build 
with target package. 
The compiled package (.zip) is 
under build/ folder.



Demo



References

• KOGIT Plugin Library

• Source code used in this session is available on Developer Community post.

https://www.kogit.de/en/performances/kogit-plugin-library/
https://developer.sailpoint.com/discuss/t/plugin-development-frontend-solution-with-typescript-angular/8159


FAQ
Please leave your questions on Developer Community post.

https://developer.sailpoint.com/discuss/t/plugin-development-frontend-solution-with-typescript-angular/8159
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Thank you!
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